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Copyright Notices

Copyright © 2002-2011 KEMP Technologies, Inc.. All rights reserved.. KEMP Technologies and the KEMP
Technologies logo are registered trademarks of KEMP Technologies, Inc..

KEMP Technologies, Inc. reserves all ownership rights for the LoadMaster product line including software
and documentation. The use of the LoadMaster Exchange appliance is subject to the license agreement.
Information in this guide may be modified at any time without prior notice.

Microsoft Windows is a registered trademarks of Microsoft Corporation in the United States and other
countries. All other trademarks and service marks are the property of their respective owners.

Limitations: This document and all of its contents are provided as-is. KEMP Technologies has made efforts
to ensure that the information presented herein are correct, but makes no warranty, express or implied,
about the accuracy of this information. If any material errors or inaccuracies should occur in this document,
KEMP Technologies will, if feasible, furnish appropriate correctional notices which Users will accept as the
sole and exclusive remedy at law or in equity. Users of the information in this document acknowledge that
KEMP Technologies cannot be held liable for any loss, injury or damage of any kind, present or prospective,
including without limitation any direct, special, incidental or consequential damages (including without
limitation lost profits and loss of damage to goodwill) whether suffered by recipient or third party or from
any action or inaction whether or not negligent, in the compiling or in delivering or communicating or
publishing this document.

Portions of this document are; copyright (c) 2004-2006 Frank Denis. All rights reserved; copyright (c) 2002
Michael Shalayeff. All rights reserved; copyright (c) 2003 Ryan McBride. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE ABOVE COPYRIGHT HOLDERS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE ABOVE COPYRIGHT
HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

The views and conclusions contained in the software and documentation are those of the authors and
should not be interpreted as representing official policies, either expressed or implied, of the above
copyright holders..
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1. Overview

This paper describes the steps necessary to upgrade the LoadMaster software, appliance or VLM, from
version 5.1 to 6.0, and to revert back to 5.1 from 6.0. KEMP recommend performing a full backup of the
system before updating to version 6.0 or reverting back to version 5.1.

2. Backing Up the LoadMaster

Here we will back up the LoadMaster system configuration and SSL certificates.

Backing Up the System

1. Onthe LoadMaster WUI, in the left panel navigate to > System Configuration > System
Administration > Backup/Restore >.

Create a Backup

Backup the LoadMaster | Create Backup File

Restore Configuration

LoadMaster Base Configuration
Browse_ |

A Restore Configuration
VS Configuration e —

Backup File:

Automated Backups

Enable Automated Backups

2. Click Create Backup File and it will automatically set a file name with LMbackup and the date and
time. Select where you want to save the backup file —this is browser dependent since some
browsers will automatically save the file to a location that you have already preset. The backup
file will contain all the LoadMaster Base Information —such as system defaults- and all
information pertaining to each configured Virtual Service. You may rename the file to something
more meaningfull to you, but do not change the file extension.

Backing Up Certificates

3. Onthe LoadMaster WUI, in the left panel navigate to > Certificates > Backup/Restore Certs. >.
4. Enter a passphrase in the box provided.

Y The passphrase is very important and should be safeguarded. You will not be able to open
the backup file without the passphrase since it is encoded.

Certificate Backup

Backup all VIP and Intermediate Certificates  Passphrase Create Backup File

5. Click the Create Backup File button and it will automatically set a file name with CertBackup and
the date and time. Select where you want to save the backup file —this is browser dependent
since some browsers will automatically save the file to a location that you have already preset. It
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is a good idea to save this file with the system backup. You may rename the file to something
more meaningfull to you, but do not change the file extension.

3. Updating the Software to version 6.0

6. Send an email to KEMP support at nasupport@kemptechnologies.com (North America &
Canada) or to emeaupport@kemptechnologies (for all other countries).

7. KEMP Support will return to you an email containing a link to the software file, a User name and
Password.

8. Click the link and save the file to your PC.

9. On the LoadMaster WUI, in the left panel navigate to > System Configuration > System
Administration > Update Software and you will see the panel shown below.

Patch File: | Update Machine |

Restors previous version: 5.1-46.20110120-0919 || Restore Software |

10. Click the Browse button and navigate to the software file you downloaded from KEMP site.

11. Click the Update Machine button. The file will be checked and validated.

12. Click the OK button to install the software after validation is complete. Once installed, you will
need to reboot the LoadMaster.

13. Click Reboot and on the next screen, click Continue.

14. The LoadMaster should now be operational on a version of 6.0 software as shown by the Home
screen.

IP address 192.168.201.128
Machine Identifier sgNE4TT8FQ99 (Instance 136783)
Boot Time Tue Dec 13 23:07:53 UTC 2011

LoadMaster Wersion 6.0-23.20111213-0849

Activation date: September 30 2011

License | i ensed until: Unlimited

CPU Load 2%

TPS Total 0 (SSL 0)
Netload Mbits/sec
eth0 0.0

4. Restoring the Software to version 5.1

When performing software update, the LoadMaster automatically creates a restore point of the current
system and provided no changes are made, you can use the restore point created. Therefore when
restoring to 5.1 there are two alternatives.

Restore to Version 5.1 — No Changes

If, since the LoadMaster has been upgraded to 6.0, there have been no further updates within the 6.0
family AND no changes to the configuration since the initial update was performed, the User can take
advantage of the Restore feature built into the LoadMaster.

15. On the LoadMaster WUI, in the left panel navigate to > System Configuration > System
Administration > Update Software and you will see the panel shown below.
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Patch File: | Update Machine |

Restore previous version: 5.1-46,20110120-0913 || Restore Software |

16. Click ‘Restore previous version’ and click OK to confirm.

17. Reboot the LoadMaster.

18. The LoadMaster has been restored to the point that was active at the time of update and will be
fully operational as it was at that time.

Restore to Version 5.1 - with Changes

If changes to the 6.0 configuration have been made and you wish to keep those changes for future use, you
will need to backup the 6.0 system by following the steps in section 2. above.

19. On the LoadMaster WUI, in the left panel navigate to > System Configuration > System
Administration > Backup/Restore and you will see the panel shown below.

Create a Backup

Backup the LoadMaster | Create Backup File

Restore Configuration

| LoadMaster Base Configuration

Backup File: Browse_ ) ) Restore Configuration
— VS Configuration -

Automated Backups

Enable Automated Backups

20. Click Browse button and locate the backup LMbackup file you created in section 2 above and
select that file.

Y At this point you have the option to restore the system base configuration, the VS
configuration, or both. We recommend you restore both (check both boxes).

21. Click the Restore Configuration button.

22. Click Reboot and on the next screen, click Continue.

23. You should now be able to access the LoadMaster with the same configuration that you had
before moving up to version 6.0.

Restoring Certificates

24. On the LoadMaster WUI, in the left panel navigate to > Certificates > Backup/Restore Certs.

Restore Certificates

Backup File Browse_
Which Certificates Whatto restore - Restore Certificates

Passphrase
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25. Click the Browse button to locate the certificate backup file you created in section 2 and select
that file.

26. In the drop down box select All VS and Intermediate certificates.

27. Enter the passphrase you assigned to the certificate backup file.
28. Click Restore Certificates button.

The LoadMaster will now have the exact same configuration as the one you backed up prior to the version
6.0 upgrade.
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